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RSSAC-002 Data 
RSOs provide daily aggregated measurements of root server response sizes in their RSSAC-002 
data (in 16-byte wide buckets).  The graph below shows the cumulaKve distribuKon percentage 
of response sizes for RSSAC-002 data from January-March of 2026. 

 

The graph shows that there are very few responses above 1232 bytes.  This is because (a) such 
responses rarely occur naturally, and (b) many RSOs will truncate responses above that size. 

The graph below zooms in to the region of interest around the maximum size limit. 



 

As a reminder, this is from current root server traffic where we have one algorithm (RSA) and 
the ZSK size is 2048-bits. During the proposed algorithm transiKon, we would reduce the RSA 
ZSK size to 1536-bits, which makes responses 64 bytes smaller per signature, and add an ECDSA 
ZSK, which makes responses 95 bytes larger per signature.  Thus, each response becomes 31 
bytes larger per signature. Referral responses (about half of root traffic) have just one signature, 
while NXDomain response (about the other half of traffic) have three signatures. 

Referral response sizes are heavily influenced by the number of NS records for a given TLD, and 
to a lesser extent the number of DS records.  Referrals for .com and .net are among the largest  
since they have 13 NS records (and 13 A+AAAA glue records). NXDomain responses tend to not 
only depend on the query name length, but also on where the query name falls in relaKon to 
exisKng TLDs.  A .com referral today is larger (~1200 bytes) than an NXDomain response (~1100 
bytes).  Unfortunately, the RSSAC-002 data does not differenKate between response types, 
which makes modeling changes in response size somewhat difficult. 

If we model the reducKon in ZSK size to 1536 and addiKon of ECDSA as a minimum increase of 
31 bytes in response size, then the response size distribuKon looks something like the graph 
below. 



 

Somewhere between 1-5% of responses would be pushed over the 1232-byte limit.   

DNS Cookies 
Another factor to consider is the increasing prevalence of DNS Cookies.  Most DNS clients 
already support EDNS0, which adds at least 11 bytes to the response.  We’re seeing the use of 
DNS Cookies becoming more common, which adds another 28 bytes. 

Other RSA Sizes 
Guidance from NIST and other bodies generally only consider specific RSA key sizes (e.g., 1024, 
2048, 3072, 7680, 15360).  However, the RSA algorithm does not require key size be mulKples of 
512 or any other value.  Verisign, in fact, operated .com and .net with 1280-bit RSA zone signing 
keys for many years. 

Each 16-bit increase in key size results in an extra 2 bytes of DNS response data per signature.  
Furthermore, each 16-bit increase in key size results in about 0.5 addiKonal bits of security for 
the range of key RSA key sizes appropriate for DNSSEC.  An RSA key of 1600-bits adds 2 bits of 
security over 1536, makes referrals 8 bytes larger, and NXDomain responses 24 bytes larger. 

Given that: 

• We know some responses (at least 2-5%) doubly signed by a 1536-bit RSA key and an 
ECDSA key will exceed 1232 bytes, and 

• We expect usage of DNS Cookies to increase over the next few years, and 



• More resolver vendors might decide to implement---and more RSOs might decide to 
deploy---RFC 9471 aka “Glue is not OpKonal,” 

We recommend staying with a 1536-bit RSA zone signing key for the root zone algorithm 
transiKon.



Anatomy of a DNS Response Packet 
 
00000000  56 60 00 00 00 01 00 00  00 10 00 1b 0e 70 61 63  |V`...........pac| 
00000010  6b 65 74 2d 70 75 73 68  65 72 73 03 63 6f 6d 00  |ket-pushers.com.| 
00000020  00 01 00 01 c0 1b 00 2b  00 01 00 01 51 80 00 24  |.......+....Q..$| 
00000030  4d 06 0d 02 8a cb b0 cd  28 f4 12 50 a8 0a 49 13  |M.......(..P..I.| 
00000040  89 42 4d 34 15 22 d9 46  b0 da 0c 02 91 f2 d3 d7  |.BM4.".F........| 
00000050  71 d7 80 5a c0 1b 00 02  00 01 00 02 a3 00 00 14  |q..Z............| 
00000060  01 6c 0c 67 74 6c 64 2d  73 65 72 76 65 72 73 03  |.l.gtld-servers.| 
00000070  6e 65 74 00 c0 1b 00 02  00 01 00 02 a3 00 00 04  |net.............| 
00000080  01 6a c0 62 c0 1b 00 02  00 01 00 02 a3 00 00 04  |.j.b............| 
00000090  01 68 c0 62 c0 1b 00 02  00 01 00 02 a3 00 00 04  |.h.b............| 
000000a0  01 64 c0 62 c0 1b 00 02  00 01 00 02 a3 00 00 04  |.d.b............| 
000000b0  01 62 c0 62 c0 1b 00 02  00 01 00 02 a3 00 00 04  |.b.b............| 
000000c0  01 66 c0 62 c0 1b 00 02  00 01 00 02 a3 00 00 04  |.f.b............| 
000000d0  01 6b c0 62 c0 1b 00 02  00 01 00 02 a3 00 00 04  |.k.b............| 
000000e0  01 6d c0 62 c0 1b 00 02  00 01 00 02 a3 00 00 04  |.m.b............| 
000000f0  01 69 c0 62 c0 1b 00 02  00 01 00 02 a3 00 00 04  |.i.b............| 
00000100  01 67 c0 62 c0 1b 00 02  00 01 00 02 a3 00 00 04  |.g.b............| 
00000110  01 61 c0 62 c0 1b 00 02  00 01 00 02 a3 00 00 04  |.a.b............| 
00000120  01 63 c0 62 c0 1b 00 02  00 01 00 02 a3 00 00 04  |.c.b............| 
00000130  01 65 c0 62 c0 1b 00 2e  00 01 00 01 51 80 00 db  |.e.b........Q...| 
00000140  00 2b 08 01 00 01 51 80  69 ce eb 7e 69 ce e4 76  |.+....Q.i..~i..v| 
00000150  2b 9b 00 54 53 c7 6e 1f  c1 7e ab 9b 57 b8 f7 7b  |+..TS.n..~..W..{| 
00000160  2c b5 72 1b c0 c0 f7 17  2f b2 3d 14 c0 35 78 bc  |,.r...../.=..5x.| 
00000170  5d 77 08 f7 d2 54 7e a0  34 aa 4b f7 ab 65 0d a6  |]w...T~.4.K..e..| 
00000180  e7 c6 a3 84 a2 e6 df 78  2e c7 26 a2 21 27 c2 55  |.......x..&.!'.U| 
00000190  c1 85 48 69 0c bf 97 4c  d1 85 d1 84 bb 4f 45 ff  |..Hi...L.....OE.| 
000001a0  16 03 1b ba 83 5f a1 94  42 9c 91 c9 b7 e0 f1 26  |....._..B......&| 
000001b0  9c 50 93 9b bd 10 38 e3  59 51 95 11 94 a4 12 c5  |.P....8.YQ......| 
000001c0  27 f0 0b 9d 88 2f 00 f6  47 73 cd 0a 3a ef b8 b5  |'..../..Gs..:...| 
000001d0  52 2a 18 0b 7a 1f 47 73  43 dc 99 ac 6e 19 47 62  |R*..z.GsC...n.Gb| 
000001e0  72 a9 4a e5 e9 ae 30 aa  19 6e 46 0a d5 32 1a a9  |r.J...0..nF..2..| 
000001f0  b3 9f c8 3d c2 ee bb 4b  27 e2 66 c3 2a 58 f4 1e  |...=...K'.f.*X..| 
00000200  03 28 21 05 f6 d9 66 e0  f6 d9 33 d4 23 3b 13 60  |.(!...f...3.#;.`| 
00000210  a2 06 fb 5e 61 f2 90 4f  82 bd 13 c0 1b 00 2e 00  |...^a..O........| 
00000220  01 00 01 51 80 00 53 00  2b 0d 01 00 01 51 80 69  |...Q..S.+....Q.i| 
00000230  ce eb 7e 69 ce e4 76 ba  71 00 59 bf 92 43 36 29  |..~i..v.q.Y..C6)| 
00000240  2f da 4c 3e d2 66 f9 34  c3 1c a3 8a 32 c9 95 5d  |/.L>.f.4....2..]| 
00000250  6a 45 00 a8 78 a5 a5 fe  db 85 f2 e3 2c a2 a0 62  |jE..x.......,..b| 
00000260  41 af 02 9b ef e6 f5 17  3c 94 18 11 9c ae de 74  |A.......<......t| 
00000270  3d fe 28 26 15 b6 df b4  8d f1 00 00 29 02 00 00  |=.(&........)...| 
00000280  00 80 00 00 1c 00 0a 00  18 01 30 00 00 69 ce d1  |..........0..i..| 
00000290  f8 64 65 61 64 62 65 65  66 64 65 61 64 62 65 65  |.deadbeefdeadbee| 
000002a0  66 c1 00 00 01 00 01 00  02 a3 00 00 04 c0 2a 5d  |f.............*]| 
000002b0  1e c1 00 00 1c 00 01 00  02 a3 00 00 10 20 01 05  |............. ..| 
000002c0  03 ee a3 00 00 00 00 00  00 00 00 00 30 c0 d0 00  |............0...| 
000002d0  01 00 01 00 02 a3 00 00  04 c0 34 b2 1e c0 d0 00  |..........4.....| 
000002e0  1c 00 01 00 02 a3 00 00  10 20 01 05 03 0d 2d 00  |......... ....-.| 
000002f0  00 00 00 00 00 00 00 00  30 c0 f0 00 01 00 01 00  |........0.......| 
00000300  02 a3 00 00 04 c0 2b ac  1e c0 f0 00 1c 00 01 00  |......+.........| 
00000310  02 a3 00 00 10 20 01 05  03 39 c1 00 00 00 00 00  |..... ...9......| 
00000320  00 00 00 00 30 c0 e0 00  1c 00 01 00 02 a3 00 00  |....0...........| 
00000330  10 20 01 05 01 b1 f9 00  00 00 00 00 00 00 00 00  |. ..............| 
00000340  30 c0 e0 00 01 00 01 00  02 a3 00 00 04 c0 37 53  |0.............7S| 
00000350  1e c1 20 00 01 00 01 00  02 a3 00 00 04 c0 1a 5c  |.. ............\| 
00000360  1e c1 20 00 1c 00 01 00  02 a3 00 00 10 20 01 05  |.. .......... ..| 
00000370  03 83 eb 00 00 00 00 00  00 00 00 00 30 c0 90 00  |............0...| 
00000380  1c 00 01 00 02 a3 00 00  10 20 01 05 02 08 cc 00  |......... ......| 
00000390  00 00 00 00 00 00 00 00  30 c0 90 00 01 00 01 00  |........0.......| 

Header 

Ques%on 

DS x 1 

NS x 13

 

RSA 1536 
RRSIG(DS) 

ECDSA 
RRSIG(DS) 

EDNS OPT 
WITH 
COOKIE 

A & AAAA 
GLUE x 26 



000003a0  02 a3 00 00 04 c0 36 70  1e c1 10 00 01 00 01 00  |......6p........| 
000003b0  02 a3 00 00 04 c0 05 06  1e c1 10 00 1c 00 01 00  |................| 
000003c0  02 a3 00 00 10 20 01 05  03 a8 3e 00 00 00 00 00  |..... ....>.....| 
000003d0  00 00 02 00 30 c1 30 00  1c 00 01 00 02 a3 00 00  |....0.0.........| 
000003e0  10 20 01 05 02 1c a1 00  00 00 00 00 00 00 00 00  |. ..............| 
000003f0  30 c1 30 00 01 00 01 00  02 a3 00 00 04 c0 0c 5e  |0.0............^| 
00000400  1e c0 b0 00 1c 00 01 00  02 a3 00 00 10 20 01 05  |............. ..| 
00000410  03 23 1d 00 00 00 00 00  00 00 02 00 30 c0 b0 00  |.#..........0...| 
00000420  01 00 01 00 02 a3 00 00  04 c0 21 0e 1e c0 60 00  |..........!...`.| 
00000430  01 00 01 00 02 a3 00 00  04 c0 29 a2 1e c0 60 00  |..........)...`.| 
00000440  1c 00 01 00 02 a3 00 00  10 20 01 05 00 d9 37 00  |......... ....7.| 
00000450  00 00 00 00 00 00 00 00  30 c0 80 00 1c 00 01 00  |........0.......| 
00000460  02 a3 00 00 10 20 01 05  02 70 94 00 00 00 00 00  |..... ...p......| 
00000470  00 00 00 00 30 c0 80 00  01 00 01 00 02 a3 00 00  |....0...........| 
00000480  04 c0 30 4f 1e c0 c0 00  01 00 01 00 02 a3 00 00  |..0O............| 
00000490  04 c0 23 33 1e c0 c0 00  1c 00 01 00 02 a3 00 00  |..#3............| 
000004a0  10 20 01 05 03 d4 14 00  00 00 00 00 00 00 00 00  |. ..............| 
000004b0  30 c0 a0 00 1c 00 01 00  02 a3 00 00 10 20 01 05  |0............ ..| 
000004c0  00 85 6e 00 00 00 00 00  00 00 00 00 30 c0 a0 00  |..n.........0...| 
000004d0  01 00 01 00 02 a3 00 00  04 c0 1f 50 1e           |...........P.| 
 
 
 

SecKon Record Type Size Comments 
Header    12  
QuesKon    24 Varies on query name length 
Authority DS x 1   48 Varies based on TLD preferences for number of 

DS records and choice of hash algorithm 
 NS x 13  224 Varies, but 13 is worst case (.com/.net) 
 RRSIG RSA 1536-bit  231  
 RRSIG ECDSA   95  
AddiKonal OPT (with COOKIE)   39 Can vary, cookies becoming more common 
 A x 13  208 Worst case 
 AAAA x 13  364 Worst case 
    
TOTAL  1245  

 


